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On 7 December 2018, an international academic conference ‘Law, economy and tech-
nology for preventing the causes of crime’ was organized by the Institute of Justice.
The event was held under the auspices of Minister of Justice Zbigniew Ziobro, who
officially opened the conference. The conference was devoted to both the problems
encountered during the implementation of the research project and its hitherto results.

The event was attended by professors from the most important research centres
in the world, including Paul M. Healey from the Harvard Business School, Roland
Stephen from the Stanford Research Institute, Michael Siegel from the Massachu-
setts Institute of Technology, Mike Rosenberg and Mireia Las Heras from IESE
Business School. The participants included persons holding the most important
functions in their organizations, representatives of international institutions, high-
level managers of state-owned companies as well as representatives of government
administration and law enforcement agencies.

The main topic of the event was modern technologies as well as legal and or-
ganizational solutions used by administrations of highly developed countries and
the largest corporations in the context of preventing the causes of crime.

The discussion covered four thematic areas, that is, finance, energy, insurance,
and human resources management in the organization. Issues such as strategic
management, crime analysis, application of new technologies in operation man-
agement, global availability of solutions to crime-related problems, creation of
strategic scenarios for the future, and innovative strategies for economic develop-
ment as well as implementation of the developed solutions into the Polish legal
system were discussed.
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Dr Marcin Romanowski, Director of the Institute of Justice, was the first
to speak. On behalf of the Institute, he welcomed the attending representatives
of government administration, the speakers, and all representatives of the aca-
demia, public administration, and legal protection authorities. Then, Dr Marcin
Romanowski asked the Minister of Justice/Prosecutor General Zbigniew Ziobro
to take the floor.

Zbigniew Ziobro, Minister of Justice and Prosecutor General welcomed all
the guests and remarked that it was a great honour for him to appear in front of
such outstanding academics, practitioners, and representatives of various sectors
of Polish administration and business.

He emphasized that the event was extremely important, because it crowned an
exceptionally important research project related to the sphere of law, economy, and
modern technology. The head of the Ministry of Justice noted that these three planes
naturally permeated and formed an inseparable relationship that required us to take
a global approach to all these issues. What is needed is an approach more general
than only from the perspective of one field which a given specialization concerns.

Minister Z. Ziobro argued that a good legal system meant such laws that could
follow the modern economy and technology. He noted that it would of course be
perfect if we could create this kind of law-making system, when the lawmakers,
legislators, scientists, eminent professors, practitioners, would be able to anticipate
the development of technology, anticipate the challenge of the economy. However,
with the hindsight of his rich experience in the field of public action, he said that
being the the Minister of Justice for the second time and participating in the legisla-
tive process in both the Polish parliament and the European Parliament, he felt it
was the perfect state which we should strive to achieve, but rather an unattainable
one. He argued that the most outstanding mind was unable to pre-empt the chal-
lenges that practice and reality bring. These meanders related to the challenges that
arise for instance from the development of modern technology cannot be imagined
even by the most outstanding lawyer or theoretician of law.

For these reasons he noted that a meeting of scientists, a meeting of lawyers,
a meeting of people who are specialists in the field of modern technology develop-
ment, a meeting of economic practitioners was important in order to make it pos-
sible for the law to keep up with the development of technology and the needs
of the economy.

The Minister also observed that our legislative activities concerning not only
the sphere related to those areas which were the subject of the conference and
research project, but generally the legislative issues that we undertook were usually
reactive. He emphasized that we usually responded to a certain diagnosis of rea-
lity that was ahead of legislation, ahead of the strongest legal minds, and required
aresponse. At the same, whenever possible, we should attempt predict the effects
of the future and anticipate them whenever possible, but with the knowledge it
would often be impossible.

The Minister of Justice and Prosecutor General said that he greatly appreci-
ated the project undertaken by the Institute of Justice and considered it extremely
valuable. He stressed that he was convinced that combining these three disciplines,
reflecting on modern technologies, showing the emerging challenges, as well as
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revealing the related risks, created opportunities for practitioners, for the theory
of law, and for legislation, because it would enable developing solutions which
would help make the economy more efficient and to simplify the system with the
result that the economy would be based on clear and stable laws. On the other
hand, this would also enable prevention of crime and pathologies.

The head of the Ministry of Justice reflected on the fact that the world’s history
was inhabited by people with different motivations: both noble and ready to think
in terms of the common good, but also those who were ready to take advantage
of opportunities, use others to achieve their particular goals (often contrary to the
common good, which the legislator qualifies as criminal activity).

For this reason, the Minister noted that it was extremely important for the state
that its structures and laws to be able keep the pace with the developments in the
world of technology and react when needed. Adequate measures should be taken
in terms of preparing a system of legal norms that would allow us to effectively
protect the interests of the economy, those of enterprises, and those of ordinary
citizens. All that in order for the free market to be really free, including freedom
from pathology. He stressed that for us and for him as the Minister of Justice
/Prosecutor General this was the basic point of view.

He emphasized that in this way the state tried to react, including by preparing
legislation in various fields, responding to new forms of crime which use modern
technologies, such as VAT carousels that government had been very successful in
combating. The work of the Ministry of Justice played a key role here as well as in
other areas associated with modern technologies, one of the examples being a bill
that left the Ministry of Justice a few days prior, aimed to improve the principles
of criminal liability of collective entities. In this context, he noted that many of-
fences were related to cybercrime, that is, the sphere of activity of enterprises and
the field of modern technologies, to which the state should respond effectively,
protecting the interests of honest entrepreneurs and honest citizens.

The Minister of Justice and Prosecutor General stressed that computerization
and modern technologies were present everywhere, in every sphere of the law of
the present day. To prove the above, he used the example of how a few days before,
in the National Prosecutor’s Office, he had a meeting with the management and
one of topics was the use of modern analytical methods. A decision had then been
made to purchase modern analytical technology for such specialized departments
in the prosecutor’s office whose tasks included criminal analysis. Expanding access
to those databases would enable them to respond more effectively to pathologies,
eliminate possible crime detrimental to the public interest, the interests of the
state, and the interests of individual citizens, including participants of business
transactions.

The Minister emphasized that the subject of reflection of the conference and
research project, thus also the subject of the related work, was also of great inte-
rest for the state administration in general, but also for the Ministry of Justice and
the Prosecutor’s Office.

Finally, Zbigniew Ziobro once again thanked for that work and commitment.
He thanked eminent representatives of US academic centres, the universities which
have established cooperation here, but also European ones. The Minister of Justice
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underlined that this was a very prestigious event for the Institute of Justice. He
also expressed the hope that it was the beginning of a certain path: the project
where Director Marcin Romanowski had played an important role. Finally, the
Minister wished us that we could continue these studies to yield useful reflections
and conclusions, including specific conclusions for legislative amendments neces-
sary in the legal order of the Republic of Poland. The Minister of Justice/Prosecu-
tor General Zbigniew Ziobro concluded his speech by thanking the audience and
wishing them fruitful work.

Professor Michael Rosenberg from IESE BUSINESS SCHOOL was the next
speaker at the international academic conference ‘Law, economy and technology
for preventing the causes of crime’.

Prof. M. Rosenberg presented the assumptions and challenges of the research
project ‘Law, economy and technology for preventing the causes of crime’. He
noted that the project included four workshops held in 2018: the first in September
(Assessing Foundations), the second in October (Improving Performance), the third
in November (Transforming People & Organizations) and the fourth in December
(Heading into the Future). He pointed out that each workshop comprised four dif-
ferent thematic groups with participants from various sectors of the Polish economy:
Financial Sector, Insurance Sector, Energy Sector, and Managing Human Resources.

Then, Prof. M. Rosenberg explained what the methodology of the workshops
was. The Assessing Foundations module consisted in identifying the problem of
crime in Poland in the light of selected sectors of the Polish economy. The Improving
Performance module was about finding solutions to these problems. The Trans-
forming People & Organizations module involved presenting how these solutions
could change organizations and human behaviour. The Heading into the Future
module was spent debating about the future and future changes, e.g. in technology.

Then Prof. M. Rosenberg presented the profiles of the lecturers of all workshops
and their affiliations. He also gave an overview of the main solutions developed:
1) Identification of sources of crimes in selected areas of economy; 2) Methods
of crime prevention; 3) Implementation of methods and instruments for crime
prevention; 4) Challenges for crime prevention in the future.

Professor Paul M. Healey — Dean of the HARVARD BUSINESS SCHOOL
was another speaker at the international academic conference ‘Law, economy and
technology for preventing the causes of crime’.

During his lecture, Prof. PM. Healey considered it appropriate to adopt the
perspective of a person who does not regulate, but studies management and busi-
ness. He indicated that during the speech he would focus on two types of risk and
organization, i.e. the risk of non-compliance and operational risk, both of which
may remain in a certain correlation, and thus be similar to and complementary
with each other.

Prof. PM. Healey began his address by discussing the issue of compliance, focus-
ing also on the issues of regulations, which should be included in norms, in order
to counteract corruption. He stressed that currently there are many challenges for
enterprises: corruption, money laundering, fraud, and problems related to internal
trade, which occur both in Poland and in the United States. In addition, he noted
that there were some operational problems in the enterprises themselves, which
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concern product quality control, product safety, as well as employee safety. In ad-
dition, they can also affect the management of the company’s processing in the
operational process related to the structure and organization of the company, which
can easily get out of control. He pointed out that the challenge in the company
was also systematic and that it was inevitable for every large company to encounter
compliance and operational failures.

The Dean of the Harvard Business School devoted part of his lecture to discus-
sing a well-known example of Siemens management, which faced the problem of
corruption. He showed that corrupt companies posed problems, Siemens not being
the only example in this respect. Therefore, if the challenges and problems that
appeared in Siemens were implemented for another example, it turned out that
those were not only German problems, but they also appeared in other countries.
He described the events that took place in this company. Siemens was initially
charged in Germany and then in the United States. Depending on the estimates, the
amounts allocated for corruption ranged from USD 800 million to USD 1.8 billion
within 7 years. Those dealings covered multiple countries, including the United
States. One of the manifestations of corruption in Siemens was employing and
paying business partners, not a rare practice at all. In 1999, Siemens ignored many
warning signals. It was still able to pay bribes outside of Germany, which resulted
in a reaction on the New York Stock Exchange, which meant that Siemens was
subject to both American and German law. Another aspect that Prof. PM. Healey
noted was the fact that there was no state where corruption would be lawful. Con-
tinuing, the main problems that Siemens did not notice, were present in a number
of cases of corruption, as exemplified by the corruption cases in Italy. Corruption
also happened in other countries such as Nigeria, Switzerland, and Liechtenstein.
There were many situations in which Siemens could have spotted the problem and
reacted appropriately, but it decided to ignore the problem.

Prof. Paul M. Healey noted that people who were involved in corruption were
those involved in Italian affairs — including managers who subsequently retired. One
of those accused of approving bribes by the CFO got $ 1.8 million in settlement
and then left the company. He explained that it also involved costs for Siemens in
the form of $ 2.2 billion penalties and the dismissal of over 500 employees, with
many experienced and older contractors resigning from work.

As part of the lecture, a question was asked about the genesis of this type of cases
and about the types of activities undertaken by companies in order to reduce the
risk of their occurrence. In addition, it was noticed that the costs incurred by Sie-
mens were relatively small, both for the company and for individual employees.

Prof. PM. Healey noted that in order to create a crime environment, several fac-
tors had to be combined. The first of these was the pressure exerted on individuals
to perform tasks. Obviously, every reputed organization exerts such pressure on
people. Another issue is the organization’s way of giving people the opportunity
for corruption and allowing them to rationalize their activities.

An important aspect emphasized by Prof. Healey, as far as the pressure exerted
by Siemens was concerned, was that the area in the company where crime was the
most widespread was the least competitive area in relation to the clearly occurring
pressure. In this case, the company gave a clear signal to employees, received from
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the top management, that profit was the most important thing, regardless of the
adopted methods. Employees in this case were under pressure.

Prof. PM. Healey stressed that an important problem in the case of Siemens
was the fact that it operate in 190 countries around the world. Within this cong-
lomerate there are geographical regions, where the fight against corruption is the
most difficult. The system adopted by Siemens worked for and also included gov-
ernment clients. He noted that corruption usually continued until audits proved
something, and those in Siemens were practically non-existent. There were 75,000
full-time employees in Siemens working in different countries, which created many
possibilities.

Prof. PM. Healey asked how to reduce system problems, when most people
help make them worse and control them. He stressed that control and leadership
were needed, no matter how critical we were. As for the role of leadership, he
pointed to personal honesty because one of the things that he heard consistently
in every company he visited and from people he talked to were ‘we do not tolerate
corruption’, ‘we do not tolerate scams’, ‘we have honesty in the company’, ‘people
who work with us can quickly see how hard the work is’. He pointed out that this
was why the problem in many companies he saw was the fact that people were
becoming cynical, because they wanted to believe in the company’s high standards
of integrity and value, while they saw those standards regularly violated by indi-
viduals, and the standard of honesty did not seem to be widespread throughout
the company.

He pointed out that when he talks about integrity in the leader group, he
means conversation. He said the next thing the leaders can do is send a message
to people that the crime does not end in benefits for the company or the employees.
He cited facts that confirm that crime is not a profitable business practice. The
argument to support this thesis was the conversation with the managing director
and the director general of Siemens. During these talks, both pointed out that in
the case of problematic transactions in the company, where both fraud and cor-
ruption occurred, the company does not earn much. Prof. M. Healey explained
that the reason for this is that when a bribe begins to pay, less money is left for the
company and automatically the profits are reduced. He emphasized that during
his research the starting point was a broader perspective of the activity of as many
as 180 international corporations located all over the world. In 2006, they were
assessed in terms of transparency on the basis of declared actions to counteract
corruption. He continued that after analysing the questions, it can be concluded
that these companies indicate more activities than they actually do. He explained
that looking at 2007-2010, it can be stated that countries rated as low-corruption
countries grew faster than countries with high levels of corruption, which may
suggest that paying bribes is not good for business.

He emphasized companies paid bribes because of their desire to gain an advan-
tage, as a result of which the company does more, but also has higher costs and
in general there are no clear differences. He explained that after the analysis, it
turned out that the increase in sales in companies where corruption was rife did
not generate higher profits. Prof. Healey observed that such companies could gain
more for business, but less profitable business, resulting in a larger gap.
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Prof. Paul M. Healey pointed out that the research also drew attention to the
perspective of shareholders who received a better assessment as regards the issue
of bribes. This was so because at the end of the day shareholders, like top com-
panies, take care of profits rather than sales. He stressed that he had analysed the
behavior of companies with low ratings after they were transferred to international
assessment. His studies showed that such a transfer of the companied with higher
frequencies of media allegations of corruption worked against them, because they
were more likely to appear in the press in connection with problematic transac-
tions related to corruption. In addition, he explained that bribery was something
to be avoided, because although one of the two people who gave bribes may have
been promoted or received bonuses, for the shareholders such activities did not
carry any benefit.

Prof. PM. Healey stressed that the problem was interestingly addressed in
a study which he conducted with people who had business education, and thus
observed what was happening to people who worked for companies involved in
criminal scandals. Researchers have found over 2,000 executive movements. They
noticed that managers and companies that were involved in criminal scandals had
49% lower annual profits than their counterparts after moving to other organizations.
These are employees who work for Volkswagen or Siemens. The speaker pointed
out that 4% a year was a significant amount as a penalty for loss of reputation. In
contrast, the effects were not felt only by people who were involved in the crimi-
nal dealings, but also by uninvolved workers who took on jobs with Volkswagen
or Siemens, and actually had nothing to do with giving bribes. He explained that
the impact of lost reputation was greater when it came to employees of a higher
rank, because there the penalty was 6.5% lower pay or lower pay in the following
years. In the case of women, the loss of pay equalled 7%. He pointed out that cor-
ruption was harmful not only to business owners, but it also appeared detrimental
to employees, at least those not directly involved in the crime.

The speaker pointed out that there were many studies that discussed building
a culture of responsibility. Their results indicated the need to provide people with
mental safety so that they could report questions where they were uncomfort-
able. Giving tasks and not listening to questions does not create an atmosphere
of a culture of mental safety. Good managers allow people to ask questions. He
notes that Siemens had also found a problem that had to be solved to encourage
new people to change this culture because the problems were inside the company:
they needed new blood and people who thought differently about these problems.

As an example, Prof. Paul M. Healey mentioned a Norwegian waste manage-
ment company that had internal problems. Thus, the new director-general stated
that the identified problems went beyond the company and brought people to-
gether to change that. The speaker explained that the research indicated that to try
to encourage people to behave well, one should not make important decisions
individually, individuals being more prone to make mistakes. People working in
teams and groups have a tendency to motivate each other. These problems are
not unique only for one of the entities, but are common to the entire industry and
concern the case of Siemens, as well as the case of the whole region or a waste
management company in Norway.
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The Dean of the Harvard Business School noted that when we looked at what
the company needed to do in terms of compliance, it was not just about internal
control mechanisms, but also about the technical and organizational activities of
the leader. Consequently, one did not need to look at what happened in the past,
but what would happen in the future, and think about the types of incentives and
organization to join in the next five years and about whether something would
happen or whether we had prepared ourselves for it.

Prof. PM. Healey also spoke about companies that had done through the finan-
cial crisis in the United States in 2008. He pointed out that those were mortgage
companies that had extended loans to people that did not meet the specific criteria
of such a mortgage. The above was a new financial type, operating as a subprime
company. In this mechanism, Adidas sells a mortgage to an investment bank, and
then the investment bank puts it in one bag depending on its security level. The
third step is to keep some loans to their maturity. He stressed that when buying
high-risk loans, we also had to deal with the risks associated with people. He in-
dicated that if a loan was sold to an investment bank, the investment bank had the
right to return it if there were any errors in the documentation and also had the
right to return if there was evidence of fraud. Thus, before the end of the process,
it was not possible to completely eliminate this risk. He emphasized how risky it
was to ignore important warning signals. Over time, people start to take more
risks and buy more and more risky loans. He pointed out that loans for 100% of
the real estate value were high-risk loans. He noted that warning signals appeared
indicating that the company’s problems were being ignored. He also pointed out
that another warning flag was the drop in the premium that was received from
the sale of loans.

The speaker pointed out that the finances of the new century had responded
to these challenges by keeping a higher mortgage to maturity. He explained that
these had been mistakes in the way the reserve for loans for focus related to the
loan had been measured. However, earnings from results dropped by 56%, as
a result of which banks were for the first time asked to borrow money to fulfil
some of their agreements.

Prof. Paul M. Healey asked a question about the cause driving this kind of sys-
temic operational failures. He pointed primarily to rapid growth, being a priority,
and two challenges in company management. The first challenge he identified was
the difficulty in increasing the number of types of systems and processes of these
organizations that needed to be controlled through in terms of risk, which is dif-
ficult with growth reaching 66% per annum. Problems arise with recruiting people
with good skills to manage the company and ensure risk management, which is
important for the company’s behaviour.

The other challenge described by the Dean of the Harvard Business School
was that for the majority of executives and managers, pressure was not about risk
management, so they could easily focus on growth management and strive for
faster growth, postponing the decisions concerning the risk they took by engaging
in this business.

Prof. PM. Healey stated that it was important to be aware that whenever there
were certain measures in the organization measuring performance, they were
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immutable and incomplete. These measures do not take into account impor-
tant things that determine the company’s success in the future, which is difficult
to measure. He explained that maybe it would be possible in relation to today’s
profit or today’s sales, but it was very difficult to say how a company contributed
to customer satisfaction, what in fact would drive future sales and profits or how
it should look after its staff who would be able to create value for the future. He
also pointed out that it was very easy to recognize the prize and focus on the
measures that drove productivity at the given moment, while ignoring the fun-
damental risks for the organization. He believes that companies at the beginning
of the century were not concerned with risk, because they were really focused on
measuring, monitoring, and assessing the risks they took, taking into account new
transactions in these new loans.

Prof. PM. Healey claimed that this was a challenge for those who faced this type
of behaviour, with their own human mistakes. He pointed out that there had been
many studies which showed that all people were overly confident and believed that
their successes would last. He also emphasized that managers in top companies tried
to identify with the company very closely and it was difficult for them to think that
a company could do anything bad. He expressed the belief that there was a certain
level that was a problem and that Facebook was struggling with. Mark Zuckerberg
founded the company, so he sees it in a special way through the prism of what the
company hopes to achieve, and intends to ignore and downplay the company’s
problems and costs associated with Facebook’s activities. The speaker pointed out
that the challenge for managers of top companies stemmed from perceiving their
role and organization differently from outsiders.

Prof. PM. Healey asked how to reduce the number of operational failures and
how to measure key performance indicators for a company. He pointed out that
at present companies had to measure key performance indicators related to ope-
rational risk, which should be monitored. He explained that it was necessary
to respond quickly, although it was often easy to be reactive, and to introduce
a new system when it became obvious that the company was heading for failure.
He emphasized that it was important how systems could be introduced in new
companies, stressing the importance of risk plans for overtime work, because
new and mature systems in companies has to be added in a predictable way in
which these new systems could be added to companies as an essential start-up. He
explained he believed it important to understand that people were motivated not
only by external rewards. Companies focus on recruiting people based on simple
performance measures. He asked what really motivated employees and pointed
to research that identified the factor people were guided by in choosing a job: the
desire to win prizes, which could be achieved by a motivational reward system
and a company culture thanks to which employees felt connected with people
in the organization. Prof. Healey explained that it was worth understanding and
dealing with in business, designing jobs that help people understand that they
are contributing. He noticed that people had a tendency to defend themselves
against external threats and that tendency could also be addressed, but in a fair
and transparent way, rather than proving that people are guided solely by finan-
cial rewards. He emphasized that research showed people would give up 36%
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of their remuneration to have a manager who trusts them or 21% of their salary
to have a more satisfying job. He explained that when you thought about how
to inspire loyalty in the organization and how to reward people, there were dif-
ferent ways of doing so than through financial rewards.

Prof. Paul M. Healey said he believed that companies needed to create ways
to empower people. He explained that in most organizations there was a board
overseeing the management, somewhat dependent on the company. As part of
supervision over a company, there are also external and internal auditors, whose
work is less dependent on the company and is therefore more objective. He
stressed that one should trust and rely on these people to pass on messages,
and not avoid generating negative news. He pointed out that this was a review
of what systems were needed for management, such systems addressing both
operational and compliance risk. Each organization must have internal control
to protect its information, to manage property risk. He suggested, however, that
this was not enough and those other systems were needed. The first of them,
prof. Healey called the belief system. He said he was always amazed when he
attended faculty meetings at the business school. The dean would come and
start the meeting, saying why the participants were there — not at that meeting,
but in business school — and what was the purpose. The second time round, he
thought he had heard it before and the situation was repeated at every meeting.
Prof. Healey asked why the dean did it. He explained that this was to make sure
that everyone knew what the purpose was and understood that they were doing
the last thing in this organization to build a commitment to cooperate, to get
inspiration from what they were trying to achieve. The dean believed that every
good organization needed a mission, but not just as a piece of paper to put on
the wall.

The current Dean of the Harvard Business School noted that the second thing
a good organization needed was limits and limitations, defining things that would
result in failure. He pointed out that there was a lack of transparency in Siemens,
that there were no clear boundaries for people, and during the problems they
found themselves beyond such limits. He emphasized that although KPIs should be
measured for the organization, this was not all and that the most important thing
to achieve was the ability to measure many things that would inevitably contribute
to the organization’s success in the future. He explained that they would be im-
perfect, but nevertheless financial and non-financial indicators helped understand
how the company managed to achieve the intended goal.

Finally, Prof. Paul M. Healey stressed that companies had to be aware of the
developments in their competitive environment as quickly as in case of financial
crises. He noticed that some people had not realized what was happening in their
competitive environments and had not done their work by measuring KPIs. On that
note, the Dean of Harvard Business School concluded his very interesting address.

Professor Mireia Las Heras from IESE BUSINESS SCHOOL was the next
speaker at the international academic conference ‘Law, economy and technology
for preventing the causes of crime’.

During the speech, Prof. M. Las Heras told the conference participants about
compliance culture, presenting its origin and evolution over the years. The aim of
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compliance is to prevent the causes of crime and compliance culture is the main
element in the company. Other elements include:
e ‘compliance officer’, whose aim is, put simply, to systematize, monitor,
and control risks in the company;
* ‘risk map’ — which helps to identify, rank, and determine the risks in the
company.

One of the employer’s challenges is to provide its employees with well-being.
This concept is defined as motivation to work, which is closely related to the well-
being felt by all employees. One should, therefore, strive to maintain a balance
between work and private life. Conscious modelling of these two planes is necessary.

The goal of every company should also be to create an atmosphere of trust bet-
ween employees and the employer. The employer should allow employees to care
for their relatives and family (and therefore, not discriminate both mothers and
fathers in the professional environment). An environment should also be created
in which all employees are treated equally. No one may be discriminated against
on the basis of sex.

Professor Michael Siegel from the MASSACHUSETTS INSTITUTE OF TECH-
NOLOGY was yet another international speaker at the international academic
conference ‘Law, economy and technology for preventing the causes of crime’.

During his address he talked about cyber risk and cyber risk management. In his
opinion, cyber risk today is one of the biggest risks that organizations and companies
have to face. Some people think that cyber risk is the only risk that can completely
destroy the entire company and organization. Moreover, cyber risk has also been
one of the main problems in the area of financial services for over three years.
Since 2016, it has been ranked first in the rankings (i.e. also in 2017 and 2018).

Cyber risk is a combination of several elements, namely:

e Uncertainty and,
* Exposure.

In conclusion, according to Prof. M. Siegel, risk management, risk, risk mitiga-
tion, transfer and acceptance are among the most significant and key issues that
may occur in the future.

Professor Roland Stephen from STANDFORD RESEARCH INSTITUTE was
the next to speak at the international academic conference ‘Law, economy and
technology for preventing the causes of crime’.

He observed that in the twenty-first century many devices had been created with
the aim of collecting, saving and using any information obtained about their users.
It allows us to improve the standard of living of every person, but it involves many
dangers (for example, the information can be used to commit a crime). There are
various methods of obtaining information, such as:

* ‘Amazon echo’ — a device with a built-in ALEXA voice assistant. All infor-
mation that is passed to ALEXA is remembered by her and saved in the
internal memory of the device. One of the consequences of this approach
is the ads displayed when using the Amazon web browser, matching the
individual needs of the user.
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* ‘Driver monitoring system for Toyota’ — it is the use of state-of-the-art techno-
logy in the form of special sensors and cameras; the technology informs the
driver and passengers about any threats and dangers, and takes actions to avo-
id an accident. The presented system also stores all information in its memory.

In the next part of the lecture, Prof. R. Stephen told the conference participants
about robots. The presented films showed the transformation of robots over the years.
In the 21st century, robots are so smart that they can run, jump and avoid obstacles.
There are also robots that replace human work (for example in mass production).
For this reason, the development of new technology is both exciting and frightening.

The climax of the international academic conference ‘Law, economy and techno-
logy for preventing the causes of crime’ was the discussion panel. The discussions
were moderated by Prof. Michael Rosenberg and covered four different thematic
areas: finance, energy, insurance, and human resources management in the organiza-
tion. The panellists were: Prof. Mireia Las Heras, Prof. Paul Healey, and Prof. Roland
Stephen. The panel began with a question asked by Prof. Michael Rosenberg, recalling
a lecture by Prof. Michael Siegel and an example of ‘falling coconuts’ (in the context
of cyber risk). Using this example, the panellists gave their own views on this subject.
The participants of the conference could then ask questions they prepared. While
answering the questions, the panellists expressed the following views:

e Prof. Mireia Las Heras described where in the compliance culture ethics
is (how it ranks) and where we can look for this value (for example in
legal regulations). Therefore, the term ‘compliance’ should comprise not
only acting in accordance with legal regulations, but we should also act
better and better: according to ethical standards.

e Prof. Roland Stephen talked about how in the present day all the infor-
mation and data shared via the Internet (such as e-mails) could be used.
He also reminded that criminals nowadays had much more time to pre-
pare for commission of a crime, because they could steal from another
person without leaving their home.

* In the future, work and work environment will be completely different, fle-
xible. We will be able to have jobs of different character and in different ca-
tegories. It will not matter where and when we will perform our professio-
nal duties. It is important that when we perform it, we will develop thanks
to it (Prof. Mireia Las Heras). Prof. R. Stephen expressed his conviction that
over time work that was worse or different would be done with the help of
machines and robots (this being an optimistic vision of the future).

At the end of the international academic conference ‘Law, economy and tech-
nology for preventing the causes of crime’, Dr Marcin Romanowski — Director of
the Institute of Justice thanked all conference participants for their participation
in the meeting and in discussions. He also expressed the hope that such meet-
ings would result in an efficient state and a quickly growing economy, thanks to
modern management methods and the latest technological solutions. He stated that
the most important thing, however, was to ensure that the dignity and freedom of
individuals were not jeopardized.



